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. BBepeHue _

Henb3s orpunare Toro ¢akra, 4yTo MHGOPMALMOHHO-TEIEKOMMYHHUKAIIMOHHAS CETh
«HTEpHET» BCE TECHEE ITPOHUKAET B HAIIly C BaMU JKWU3Hb. J[JIs1 OTHUX OH CTaJl HCTOYHUKOM
3HaHUU, OIS JIPYTUX HCHOJB3yeTcss B paboTe, KTO-TO Hamien ¢ momoulsio MHTepHera
Apy3€i, a KTO-TO JaK€ CMOI HAJIAJUTh CBOK JIMYHYIO *U3Hb. BOJIBIIMHCTBY U3 HacC
JOCTaTOYHO CIIOKHO MPEJCTaBUTHh JE€Hb 0€3 OHJIAWH-OOLIECHHS C APY3bSIMH, IPOCMOTpA
CBEKUX HOBOCTEN MJIM HOBBIX POJIMKOB.

PazButue B Poccutickoit @enepanyu, Kak 1 BO BCEM MUPE, JICKTPOHHBIX TEXHOJIOTUI
Y TEJIEKOMMYHUKAIIMOHHBIX CETEH, BCeoOIast TOCTYIMHOCTh B TNI00AIbHON KOMITbIOTEPHOU
cet VHTepHET pa3nUyHBIX MHPOPMAIMOHHBIX PECYPCOB CIOCOOCTBOBAJIO MOSIBICHUIO
IPUHIIMIIMAIBLHO HOBOT'O BU/JIAa HAPYIIEHUSI 3aKOHA — KHOEPIIPECTYTHOCTH.

KubepnpecTynHOCTh — HE3aKOHHBIE JEHCTBUS, KOTOPbIE OCYLIECTBIISIOTCS JIFOJIbMU,
MCIOJIB3YIOLIMMH UH(POPMAIIMOHHBIE TEXHOJIOTMH JUISl IPECTYIHBIX IIeJIEH.

[TpakThka TNOCAEAHUX JIET CBUJAETEIBCTBYET OO YBEJIMYEHMM 4YHCIIA TaKuX
[IPECTYILICHU M.

Haubonee pacnpocTpaHEeHHBIMH MPECTYIUICHUSAMU B chepe KOMIbIOTEPHOI
uH(popManuu SBISAIOTCS OJOKUPOBAHHME CAaWTOB M JIOKAJBHBIX KOMIIBIOTEPHBIX CETEM,
HE3aKOHHOE KOMHMPOBaHUE MH(OPMAIUH.

OTBETCTBEHHOCTh 33 COBEPUIEHUE KOMIBIOTEPHBIX MPECTYIUICHUH MPenycMOTpeHa
riaBoii 28 YrosnoBHoro kojekca P®, umenyemoit «IIpectymnnenus B chepe KOMIbIOTEPHOM
uHpopmanuu». JlaHHas TyaBa COAEPXKHUT TPU COCTaBa MPECTYIUIEHUH — cT. 272
(HempaBOMEpHBI JTOCTYNl K KOMIbIOTEpHOM wuHPopManuu), cr. 273 (co3naHue,
HCIOJIb30BaHUE U PaclpOCTpPaHEHHE BPEIOHOCHBIX KOMIIBIOTEPHBIX Mporpamm), cT. 274
(HapymieHHMEe TIpaBWI DKCIUTyaTallMd CPEJICTB XpaHEHHs, OOpa0OTKU WM Tepeaayuu
KOMITbIOTEPHOU MH(pOpMaIuu 1 HHGOPMAIIMOHHO-TEIEKOMMYHHUKAIIUOHHBIX CETEM ).

HenpaBunpHOE MOBeEHNE B MHTEPHETE MOKET IPUHECTH Bpel HE TOJBKO Bam, HO
Takke Bammm poiHbIM U OJIU3KUM.



. NMEPCOHAJIbHbLIE [1AHHBIE -

Yto Takoe MEPCOHAJIBbHBLIC TAaHHBLIC U MOYEMY OHH TaK BAJKHBI?

Cornacno ®enepanbHoMy 3aKk0HY Ne 152-D3 «O nepcoHanbHbIX JaHHBIX):

Ilepconanvusie dannvie — n06as undopmayus, OMHOCAUWAAC K NPAMO UIU KOC-
BEHHO ONPeOeleHHOM) UNU ONpeoelieMOMy Pu3uyeckomy auyy (CyoveKmy nepcoHaibHbix
OAHHbIX).

T.e. mepcoHalbHbIE JaHHBIE — 3TO MH(OpPMAIUs O KOHKPETHOM YeJIOBEKE. DTO Te
JaHHBIE, KOTOpbIE MO3BOJSIOT HaM y3HaTh 4YelOBEKAa B TOJNE, UACHTU(DUUIUPOBATH U
OTPENEIUTh KaK KOHKPETHYIO JIMYHOCTh. TaKuX UACHTU(DUIMPYIONTUX JAaHHBIX OTPOMHOE
MHOXECTBO, K HHM OTHOCATCS: (amwuimmsi, WMs, OTYECTBO, JaTa POXKIACHHUSI, MECTO
POKJIEHUS, MECTO )KUTENIbCTBA, HOMEp Telie(hoHa, aIpec INEKTPOHHOM MOYTHI, PoTorpadus,
BO3pAcT U Tp.

[lepcoHanbHbIE TaHHBIC HE CTOUT MYyTaTh C JIMYHBIMU JAHHBIMU. JINUHBIC JaHHbBIE —
ATO BOOOIIE COBOKYIMHOCTh BCEX JaHHBIX O ToJib3oBarene B Cetu. Hampumep, qaHHbBIE O
reo0JIOKaIlu, CTAaTUCTUKA 10 HanboJiee MmocenaeMblM HHTEPHET-CTpanuiiam, potorpaduu u
T.1.

KoMy Hy:kHBI Baliy nepcoHaJbHbIe JaHHbIE?

80% npecTynmHUKOB OepyT MH(OPMALIUIO B COLICETSX.

JInunas uHdpopmanus UCTIONb3YETCS JJIsl KPaXu MapoJiei.

Jlnunas wHOpMAIUS KCIIONB3YETCS JUIsl COBEPIICHUS] TaKWX MPECTYIUICHUH, Kak
[IaHTaX, BBIMOTATEIIbCTBO, OCKOPOJICHHE, KIIEBETa, KUAHEIIITUHT, XUIIICHHE.

OmnepaTopsl ¥ UHBIE JTUIA, TOTYYUBIIKE JOCTYI K IEPCOHAIBHBIM JIaHHBIM, 00s13aHbI
HE pacKpbIBAaTh TPETHUM JIMIAM U HE PACIIPOCTPaHITh EPCOHATbHBIEC JaHHBIC 0€3 COTJIacus
cyOBeKTa MepCOHANBHBIX JIAHHBIX, €CIIM UHOE HE MPEAYCMOTPEHO (peiepaibHbIM 3aKOHOM.

CyObeKT MNepCOHATBHBIX JAHHBIX TMPUHUMAET DPEIICHHE O TMPEJOCTABICHUH €ro
MEePCOHATBHBIX JAHHBIX W JAa€T COIJiache Ha uX 00paOOTKy CBOOOJIHO, CBOEH BOJICH U B
CBOEM HUHTEpECe.

O6paboTka nepcoHaNbHBIX JAHHBIX JOMYCKACTCS B CICIYIOMIUX CIydasiX:

1) o6paboTka NEPCOHAIBHBIX JAHHBIX OCYIIECTBISAETCS C COTrJacus CyObeKTa
MEepPCOHAIBHBIX JIAHHBIX HA 00pa0OTKY €ro MePCOHAIBHBIX JaHHBIX;

2) 00pa0oTka TEpPCOHATBHBIX JaHHBIX HEOOXOAWMa JJIsl JIOCTHMIKEHMS LeJeH,
MPElyCMOTPEHHBIX MEXKIYHAPOJIHBIM AOTOBOpOM Poccuiickoil denepanviu Wik 3aKOHOM,
JUI. OCYIIECTBIICHUSI W BBINIOJHEHUS BO3JI0KEHHBIX 3aKOHOAATEIbCTBOM Poccuiickon
denepanuu Ha ornieparopa PyHKIUH, TOTHOMOYNN U 00SI3aHHOCTEH;

5) oOpaboTKa MEPCOHANBHBIX JAHHBIX HEOOXOJMMa JUIS HCIIOJHEHHS JI0TrO0BOpa,
CTOPOHOM KOTOPOTO JHOO BBITOJAOMPHOOPETATENIEM WM TOPYYHUTEIIEM IO KOTOPOMY
ABJISIETCSI CyOBEKT IMEPCOHANBHBIX JAHHBIX, a TAaKXKe JJIA 3aKIIOUCHHUS JI0TOBOpa IO
WHUIIMATUBE CYOBEKTa IMEPCOHANBHBIX JAHHBIX WM JOTOBOPA, MO KOTOPOMY CYOBEKT
MePCOHAILHBIX IAHHBIX OYJIET SIBJSTHCS BBITOJONPUOOpETATENIEM UK MTOPYUUTEIIEM;

6) 00paboTKa MepCOHANBHBIX JAHHBIX HEOOXOJUMa JJIS 3allUTHI KU3HU, 3J10POBbS
WU WHBIX JKM3HEHHO BaXKHBIX MHTEPECOB CYOBEKTAa MEPCOHAIBHBIX JAHHBIX, €CJIU IO-
Jy4deHHue corjiacusi CyObeKTa MepCOHATBHBIX IAHHBIX HEBO3MOYKHO;



7) oOpaboTka HEepCOHAIbHBIX NAaHHBIX HEOOXoauma Ui OCYUIECTBICHUS NpaB U
3aKOHHBIX MHTEPECOB OIepaTopa WM TPEThUX JHI] JUOO AJIs JOCTUKEHHS OOIIECTBEHHO
3HAYUMBIX 1I€JIeH PU YCIOBUHU, YTO MPH 3TOM HE HApYyIIAIOTCS MpaBa U CBOOOIBI CyObeKTa
MEPCOHANBHBIX JTaHHBIX;

11) ocymiecTBasiercss 00pabOTKa MEPCOHAIBHBIX JAHHBIX, MOJIEKAIIMX OIMyOsu-
KOBaHUIO WJIH 00513aTEIbHOMY PACKPBITHIO B COOTBETCTBHUH C (DeIepaTbHBIM 3aKOHOM.

Kak 3allIMTUTDH CBOM NICPCOHAJTbHBLIC I[aHHI)Ie?

B abconoTHOM OOJBIIMHCTBE CIy4yaeB Mbl CaMHU YKa3blBa€M CBOM NEPCOHAIbHBIE
JaHHbIE TP PETUCTpAllMM Ha caiTaX, O(OPMIIEHUM 3aKa30B B HHTEpHET-MarasuHax,
3allOJIHEHUU TPOQMIsl B COLMAIBHBIX CETAX WU JIaXKe IMPU COCTABJIECHUU MOUCKOBOTO
3arpoca.

OOpaTtuTe BHUMaHUE, IPOJAOJIKAs PETUCTPALIUIO HA JTI0OOM caiiTe, BbI COTJIalIaeTeCh
C IOJIb30BAaTEIbCKUM COIJIAIIEHUEM, CTaBSl «TAJIOUKY» IpPU 3alOJHEHUHU €ro IMOJIEH.
OOBIYHO 3TOr0 JTOCTATOYHO, YTOOBI pa3pelInTh BIIAJEIbLAM CaiiTa KCHOJIb30BaTh BBE-
JICHHBIE BaMU JIaHHbIE TTPU pabOTE C €ro CEpBUCAMH.

Takum 00pa3om, NOJIb3YSICh CAUTOM WM YCIYrO#, Bbl COrJallaeTech Ha Mepeaady u
XpaHEHHE BaIlllMX JAHHBIX, OyJIb TO JaTa POXKIEHHUSA, HOMEp MOOMIIBHOTO TeledoHa,
NepenucKa U Jro0ble APyTrue TaHHbIE JUYHOIO XapakTepa. BzameH ux o0s3yloTcst XpaHUTh
B KOH(QHUIECHUIMAIBHOCTH U HU B KOEM CIIyyae He pasriiamaTh TpeTbuM Jmnam. OgHako Ha
JIeJIe 3TO HE BCErJa Tak — JAJIEKO HE BCETJa CTOPOHA, OTBETCTBEHHAS 3a XPAHEHHUE BAILIUX
NEPCOHANBHBIX JAHHBIX, TOOPOCOBECTHO BBIMOJHAET CBOM 00si3aHHOCTU. Kpome Toro,
HUKTO HE 3alllMIIECH OT B3JI0Ma 0a3 JaHHBIX, COAEPKAIINUX MEPCOHATBHYIO UH(OpMAIIHIO,
WM TIPOCTHIX OMIMOOK U YeI0BeUYeCKor onpomeTunBocTH. Hanpumep, peructpupysich uiu
aBTOPH3YSCh HA CalTE Yepe3 COLMAIBHYIO CETh, BBl Pa3pellacTe CaTy NOJy4YUTh BaIld
JUYHbIE JAHHBIE, 1 TOYHO HEU3BECTHO, KaK OH OyJeT MMHU MOJb30BaThC. TOUHO Tak e
m000#1 Ball 3BOHOK B Mara3uH WJM CaJOH aBTOMAaTHUYECKH BHOCUT Balll HOMEpP B 0a3y
ITOJIb30BATENEN ITOW KOMITAHHH.

CienoBaHue HECKOJBKHM MMPOCTBIM COBETAM BO MHOIOM COKPATHT YIpo3y
HE32AKOHHOTI'0 HCIOJIb30BAHNMS BAIIUX NMEPCOHAJbHBIX IaHHBIX:

OrpannubTe 00BEM HHpOpMaLuHu O cede, Haxonsmelcs B MurtepHere. Ypanure
numiHue dortorpaduu, BUACo, aapeca, HoMepa TenedOHOB, ATy POXKICHUS, CBEACHUS O
POJIHBIX U OJM3KHUX U MHYIO JIMYHYIO HH()OPMAIHIO.

He otmpasnsiite Bugeo u dortorpaduu oM, ¢ KOTOPHIMU Bbl TTIO3HAKOMUJIUCH B
HNHTepHeTE U HE 3HAETE X B PEAIBHOU KU3HU.

OTtnpaBisisi KOMy-IHMOO CBOM TEPCOHANIbHBIE JaHHbIE WM KOH(PUIACHIHAIbHYIO
uH(popmaIuio, yoerurech B TOM, UTO aJpecaT — IeUCTBUTEIILHO TOT, 32 KOTO ce0s BBIJAET.

[Ipu HeoOxoammocTu pa3MenieHus OObsBICHUS B HHTEpHETE BOCHOJB3YUTECH
BPEMEHHOW CUM-KapTOM M BBIAYMAaHHbIM HMEHEM. MOXHO TaKXe€ BOCIOJIb30BaThCS
yciyroit «BTopoit HoMep», KOTOPYIO MPEAOCTaBISIOT HEKOTOPBIE OMEepaTOPhl MOOMITIEHOMN
CBSI3U. DTa yClIyTra MO3BOJISIET TIOJKIIOYUTH B «JIMYHOM KaOuHETe» BTOPOW HOMEP TOJIBKO
Ha npueM 3B0HKOB 1 CMC. 3BOHUTH C HETO HE MOITYUYUTCS.

Hcnonb3yilTe TOJNBKO CIOKHBIE MAapOJIM, pa3HbIe JJIS Pa3HbIX YUETHBIX 3allHced U
cepBucoB. [Tonb3oBaTenn, KOTOPbIE UCIOJIB3YIOT OJIMH U TOT K€ apOJIb JIsl BCEX CEPBUCOB,



pYU KOMIIPOMETALIMU XOTs ObI OTHOTO U3 CEPBUCOB MOTYT MOTEPSITh AJOCTYI KO BCEM CBOMM
YYETHBIM 3anucsaM. [IoBTOpHOE HCOIB30BAHKE MMAPOJIEH KATETOPUUECKHU 3AMPELIEHO.

PerynsapHo MeHsNTE Mapoy, )KEJIaTeIbHO HE PEXE pa3a B MECHLL.

[Io BO3MOXHOCTH HCHOJIb3YWTE JBYX(AKTOPHYIO aBTOPH3aLUI0 — 3TO METO[
UIEHTU(UKALIMKY M0Jb30BATENS B KAKOM-IH00 cepBuce (Kak mpaBuiio, B IHTepHeTe) npu
MOMOIIH 3allpoca ayTeHTU(PUKAIIMOHHBIX TAHHBIX JIBYX Pa3HBIX THIIOB, YTO 00ECIIEUNBACT
IBYXCIIOMHY!O, a  3Ha4uT, Oosee dDPQPEKTHUBHYIO  3alIUTy  aKKayHTa  OT
HECAaHKIIMOHUPOBAHHOTO NPOHUKHOBeHUs. Ha mpakTuke 3T0 OOBIYHO BBIMVISIAUT Tak:
NepBBIA pyOeK — 3TO JIOTUH U apoJjib, BTOPOUN — crienuaibHbIi Ko, npuxoasmuid mo CMC
WIH JIEKTPOHHOM ITOYTE.

3aBenure cebe aBa ajapeca 3JIEKTPOHHOM MOYThl — YaCTHBIM, AJI1 TEPEHUCKU
(mpuBaTHBINA ¥ MaJOU3BECTHBIN, KOTOPBIN Bbl HUKOT/IA HE MyOJIMKYyeTe B OOIEA0CTYIHBIX
MCTOYHUKAX) U MMyOJIMYHBIN — JJI11 OTKPBITOM eATeabHOCTH ((POpyMOB, YATOB U TaK JajIee).

Yrto menarb, ecJi Bbl CTAIU KEPTBOIl HaApyUIeHUs B 00J1aCTH MEPCOHAIbHBIX
JTAHHBIX?

B nepByto ouepes BaMm HEOOXO0AMMO OOPATUTHCS B YIIOJTHOMOYEHHBIN OpraH B cepe
MEPCOHANIBHBIX TAHHBIX — POCKOMHA30p, @ TOUHEE, €r0 TEPPUTOPHAIIBHOE Y TIPABJICHHE.

B nensx oOBEKTHMBHOTO W TMOJHOTO PACCMOTPEHHS BaM HEOOXOIMMO YyKa3aTh
CIEAYIONTYI0 HHPOPMAITUIO:

1) mepeueHb NEepPCOHANBHBIX IaHHBIX, HEMPAaBOMEPHO 00pabaThIBaeMbIX Ha cailTax B
cetu MHTepHeT;

2) cBeleHUs O JOKYMEHTE, YyAOCTOBEPSIOLIEM Bally JMYHOCTH (KOMHMH CTpaHMII
acIopTa), s MOATBEPKICHUS TPUHAIEKHOCTH ITEPCOHAIBHBIX JaHHBIX, HEIIPABOMEPHO
pa3MeIleHHbIX Ha caiiTaX B ceTu IHTEepHET, K BaM Kak K CyObEKTY MePCOHANIbHBIX JIAHHBIX;

3) TOYHBIE U IOCTYIIHBIE aJpeca CTPAHUI] CAUTOB (yKa3aTeau CTPaHUIl CAiTOB B CETH
Nutepuer — URL), coxepkamue He3aKOHHO oOpabaThiBaeMbie (pa3MEIIEHHBIE)
MEPCOHAJIbHBIE JIaHHbIE, MO3BOJSIOIINE OCYUIECTBUTh MPOCMOTP JaHHBIX CTpPAHUIL
VYrpaBieHueMm, a Takke CHUMKHA SKpaHa C JaHHbIMH CTPaHULAMHU, COJAEpXkalive B cede
noiHeli agpec crpanunbl caiita (URL) u gatel myOiukanuu TMOCTOB/COOOIIECHMIA,
coJiepKallluX HE3aKOHHO oOpabarbiBaeMble (pa3MENIEHHbIE) MEepCOHANIbHbIE JaHHBIE Ha
TEeKYIMA MOMEHT BPEMEHM (l1aTa) U JIpyrue CBEACHHMS, MOJATBEPNKAAIOUIME HAPYILICHUS
TpeOOBaHMI1 3aKOHOAATENBCTBA B 00JIACTH NEPCOHANIBHBIX JIAHHBIX (BHI€03AMKUCh YKpaHa C
JeHCTBUSMU, MMO3BOJISIFOIIMMHU 3aUKCUPOBATh HAPYIICHUS U T.IL.);

4) cBeneHHUs, YIIOJIHOMOYHUBAIOIIUE BaC MPEACTABIATh UHTEPECHl (PUINUECKUX JIUI]
(kommuMu AOBEPEHHOCTEH), MEPCOHAJBHBIE JIaHHBIE KOTOPBIX pa3MEIIEHbl Ha caiTax (B
Clly4yae HapyIIeHHUs UX MpaB Kak CyOhEeKTOB MEPCOHAIBHBIX JIAHHBIX ).

JIONOJIHMTEJIBbHO CJIeyeT NMPeACTABUTD (IIPH HAJIUYHUM):

- CBEJEHUS, MOATBEPKIaomue (akT HAMPABICHUS BaMU B aJpec aJMHUHHUCTPAIIH
caiita (janee — omeparop) TpeboBaHUs 00 YHUUTOKEHUH BaIlMX MEPCOHATBHBIX JAHHBIX C
yKa3aHUEM Ha WX HE3aKOHHOE TorydeHue (0e3 coriacusi) ornepaTopoM WIH ¢ YKa3aHUEM
TOTO, YTO OHHU HE SBISIOTCS HEOOXOMMMBIMU JUIsl 3asBJICHHOW IeTH 00paboTKu
(mpencraBisieTcs MPU BO3MOKHOCTH HaIIPaBJICHUS YKA3aHHOTO TPEOOBaHMS);

- OTBET orepaTopa Ha Balle TpeOOoBaHHE 00 YHHUYTOKCHUHU BAIIUX MEPCOHATBHBIX
JaHHBIX (TIPU HATTUYKH).



Oopawaem éHumanue Ha mo, YMo 6ce UMEIOUWUECA CEEOCHUS OO0MHCHBL OblMb
npeocmaenenvl 6 aopec Ynpaeienus eOuHoepemeno!

B cnydae ecnu mo pesyibTaraMm MpoBepkH YmpaBiieHHEe PockoMHan30pa BBISIBUIO
HapyIIeHne, BBIIACTCS Mpeanucanie o0 ero yCTpaHCHHH.

Ecnu Ynpasnenue PockoMHaa30pa He YBHIEIO HAPYIIEHUS, BBl MOXKETE OOPATUTHCS
B IICHTPAJIbHBIN anmapar JaHHOTO BEJOMCTBA.

[ToMumo 3TOrO, BCE CyOBEKTHI MEPCOHAIBHBIX JTAHHBIX MMEIOT MPABO Ha 3alUTY
CBOMX IpaB M 3aKOHHBIX MHTEPECOB, B TOM YHCJIE HAa BO3MEIICHUE YOBITKOB U (HJIN)
KOMITEHCAIIUIO MOPaJIbHOTO Bpeia B CyIeOHOM MOPSIJIKE.

OTBETCTBEHHOCTh 3a HAPYLICHHWE 3aKOHOJATENBCTBA O IMEPCOHAJBHBIX JaHHBIX
npeaycmaTpuBaercsi B cooTBeTcTBUM co cT. 13.11 Komekca o0 aaMuHUCTpaTHBHBIX
npaBoHapyueHusx PO.



MOLWWEHHUYECTBO B CETU
MHTEPHET

Kak 1eicTBYIOT MOIIIEHHUKH

MOIIEHHUKN 04E€HBb XOPOIIO 3HAIOT ICUXOJIOTHUIO JIFOAEH U YMENO UCIOJIb3YIOT BCIO
JOCTYIIHYI0 HH(OpMaIMIO, BKIIOYas Ty, KOTOPYIO >K€PTBAa MOIIEHHUYECTBA HEBOJBHO
BBIAAET NpU oOleHnU. B opranuzanuu TeneoHHBIX MaxUHAIMN YYacCTBYIOT HECKOJBKO
MpecTYNMHUKOB. OUYeHb YacTO B TaKUE TPYMIbI BXOJAT 3J0YMBIILIEHHUKH, OTOBIBAIOIINE
CPOK B HCIIPABUTEIBHO-TPYAOBBIX YUPEKIACHUSX.

MomeHHUKH HCIIOJB3YIOT CJCAYIOIIHEC MOTUBLI:

. OCCIOKOMCTBO 3a OJIM3KUX U 3HAKOMBIX;

. 0ecrnoKOMCTBO 3a CBOM Tene(OHHBIN HOMEp, CUET B OaHKE UM OAHKOBCKYIO KapTy;

. JKEJIaHWEe BBIUTPATh KPYIHBIN TIPU3;

. JTFOOOMBITCTBO — KEJIaHWE TIOMYYUTh TOCTYII K Kakoi-1r00 nH(opMmaImm;

. KEJIaHWe TOMOYb OOJBHBIM JETSAM WM JIOJSM, MOCTPAAaBIIUM OT CTHXUHHBIX
OencTBU.

ConmalibHBIC CETH SBISIOTCS Kiaze3eM HHGOpPMAaIlUK I MOIIEHHUKOB. Pa3memnias
JaHHBIE O ceOe Ha CBOMX CTpPaHUYKaX, Mbl HE 33yMBIBAEMCS O TOM, KTO MOXXET JTHUM
BOCITIOJIB30BaThCA. MeXIy TeM UMEHHO Onarojaps HaM cCaMHM MOIIICHHHKaM OOBIYHO HE
COCTaBJISIET TPyJa y3HATh HH(OPMAIUIO O POJICTBEHHUKAX, KOHTAKTaX, YBJICUCHUAX CBOCH
MOTCHIMAJIBHOW KE€PTBbl M NPU BHIMAHUBAHWUU JCHET BHYILIWUTH JOBEPUE 3HAHUEM €€
JIMYHOM KU3HU.

3.2. Buabl uHTepHeT-MOmIeHHNYecTBA. Kak 3amuTurs ceds?

Hanbonee pacnpocTpaHeHHBIMH BHJAAaMH MOIICHHHYECTBA Ha JaHHBIH MOMEHT
SIBJISIFOTCS:



TesedonHoe MOIIECHHUYECTBO

CymecTByroT Hanbosee pacrpocTpaHEHHBIE CXEMBI TeJIe(OHHOTO MOIIICHHUYECTRA.
BapuaHTOB TOT0, KaK MpeCTaBAT BaM UX MOIICHHUKH, OY€Hb MHOTO, HO CYyTh HE MEHSETCS.

Oo6man no Ttenedgony. C Bac MOryT moTpebOBaTh BBIKYN WM B3ATKY 3a OC-
BOOOXKIEHUE SIKOOBI U3 oT/IeNeHus noauiuu win ¢ mecta JITII Bamero poacreennuka. Uto
JIeNaTh: B ’TOM CJIy4ae IrJaBHOE HE NAaHUKOBATh, IO3BOHUTh CAMOMY POACTBEHHUKY, €CIIU
HE OTBEYAET, TO MOMBITATHCS HAUTH €T0 Yepe3 APy3€ei U 3HAKOMBIX.

CMC-npocbb6a o nmomomu. TpeOoBaHME MEPEBECTH OMNPEICIEHHYI0 CyMMY Ha
YKa3aHHBIM HOMEpP C MCTOJb30BaHUEM OOpAIICHHS «MaMay, «JIPYyr», «CHIHOK» U T.I1. UYTo
JieNaTh: HE CIICIINTE NEPEBOJIUTh JEHbIU, YOSUTECh, UTO B HUX JICHCTBUTEIBHO HYKAACTCS
Balll pOJACTBEHHUK WJIU 3HAKOMBIH.

Tenedonnblii HoMep-rpadurTeb. [InaTHEIN HOMEp, 32 3BOHOK HA KOTOPHIM CO CUETa
CIIMCBIBAETCSl JICHE)KHAasi cymMma. UTo Aenarh: HE NMEpe3BaHUBANTE HAa HE3HAKOMBIE WIIU
npeoxeHHsie B CMC-coo0uieHusix Homepa TeneOHOB.

Boiurpsiin B J10Tepee, KOTOPYIO AKO0ObI POBOAUT PAAHOCTAHIIUA UJIM OIIEPaTOP
cBsi3u. Bac MOryT MonpocuTh OMJIATUTh MOUUIMHY, HAJIOT WU T.II., IEPEBECTU CYMMY Ha
onpenenEHHbId CYET, COOOIUTh MPUIIEAIUNA Ha TenedoH Koja. UTo AenaTh: HE CIEUInuTe
MEePEBOIUTh JCHBI'M WM COOOIIaTh Kakue-muOo maHHble mo tenedony. [lo3BoHute mo
opunMaIbHBIM HOMepaM (yKa3aHHbBIM B CIOpaBOYHUKAX, Ha calTax) KOMIAHUU —
OopraHu3aropa JIOTEper WiIN KOHKypca, yOeAUTECh B TOM, YTO BAC HE OOMaHBIBAIOT.

IITtpaduble caHKIUM M Yrpo3a OTKJIOYEHHS HOMepa SKOObI 3a HapylICHUE
JIOTOBOpA C ONEpaTopoM Baliei MOOMIBHOM CBsi3U. UTO JenaTh: MO3BOHUTE CaMU CBOEMY
orneparopy no o(pUIHATLHOMY HOMEPY, YTOUHUTE UH(OPMALHIO.

Omubounblii mepeBoa cpeacTB. Bac mompocsaT mepeBecTd SKOObI OMIMOOYHO
MepeBeIEHHBIE CPEACTBA, a 3aTE€M JIOMOJIHUTEIBHO CHUMYT JIeHbI'd. YTO JAenars:
UTHOPHUPYHTE TIOOOHBIE COOOIICHUS MIIH (€CITH TO Tele(OHHBIM pa3roBOp) IMMOCOBETYITE
JUTsI BO3BpaTa OIMOOYHO MEePEeBENEHHON CyMMBI OOPAaTUTHCS K OTIEPATOPY CBS3H.

MoueHHN4ecTBO ¢ 0AaHKOBCKMMH KapTaM#

Haub6oJ1ee monyJisipabie crioco0bl MOIIEHHUYECTBA ¢ 0AHKOBCKUMM KAPTAMMU:

CMC-coobuienre o0 OJIOKMPOBKE OaHKOBCKOW KapThl, O HECAaHKIHOHUPOBAHHOM
JIBWKEHUM JEHEXKHBIX cpeacTB, cMeHe [IMH-koma, okoHyaHuu cpoka JEWCTBUSI KapThl U
T.J. C TpeOOBaHUEM MEPEUTH MO CCHUTKE WM MEPE3BOHUTH M0 YKa3aHHOMY TejedoHy.

TenedoHHbIE 3BOHOK «pabOTHHKAa OaHKa», MOTECHIIMAIBHOTO «IOKYMaTes» C
MPEUIOKCHUEM TMPOUTH K OmkaiimeMy OaHKOMAaTy M COBEPIIUTh MAHHUIYJSIIIUU C
0aHKOBCKOM KapTOM BO M30eKaHNE KaKUX-TH0O MOCIICCTBUI, BHSCCHHS aBaHCa | T.II.

JlJIsi COXpAaHHOCTHM BalIUX CPeACTB c00J104aliTe OCHOBHbIE MpaBuJja Oe3omnac-
HOCTH:

Huxomy He coobmiaiite cpoit [IMH-kox, naxe pabotrHukam 6anka. He BBogute [TMH-
KOJI Tipu pabote B ceTu IHTepHET, OH MOXKET MOTPEeO0BATHCS TOJIHKO MOIICHHUKAM.

CMC-coobmieHusi 1Mo TPOBOJUMBIM OIepanusiM MO OaHKOBCKUM KapTaM pac-
CBUTAIOTCA C ONpeAeiaEHHBIX KOpOTKUX HOMepoB (CoepOank — 900). Jlns cBsizu ¢ 6GaHKOM
HEO0OXOJMMO HCTOJIL30BaTh OduIlMaIbHbie HOMepa KOHTaKTHOTO IEHTpa, yKa3aHHBIC Ha
6ankoBckoii kapte. Eciiu B CMC-coobmiennu 0 6JJI0KHPOBKE KapThl, IBHXKCHUH JIEHEKHBIX



CPEICTB yKa3aH JApyrod HOMEp, IO KOTOPOMY IIPEIJIaraercsi II03BOHUTb, TO 3TO
MOIIIEHHUKHU.

B cnayuae BO3HUKHOBEHHS mpobieM y OaHKOMaTa, HE MNPUHUMAWTE MOMOIIb
MOCTOPOHHUX, MO3BOHUTE B KOHTakTHBIM 1eHTp OaHka 1o TenedoHy, YKa3aHHOMY Ha
OaHKOMaTe.

Ecnu k Bam oOpatwinch 1o tenedony, B IHTepHeTe, uepe3 coluaabHble CETH WM
APYTUMHU CIIOCOOAMH | MOJ] Pa3IMYHBIMU MPEIOTaMy MBITAIOTCS Y3HAThH JaHHbBIE O Ballleh
0aHKOBCKOMW KapTe (HOMEp KapThl, TPEX3HAYHBIN KOJ] HA OOOPOTHOIN CTOPOHE KapThl), KO/,
OpUIIEAIUNA Ha Baml MOOWJIBHBIA TeneoH, Hapoid WIA JAPYTyl I[EPCOHAIbHYIO
UHpOpMaIuIo, OyaAbTE OCTOPOKHBI, ITO MOILIECHHUKH.

ITpu TenegoHHOM OOILIEHUM HE COBEpLIATe HUKAKUX ACUCTBUN y OaHKOMara Io
MHCTPYKIUHU «paOOTHHUKOB OaHKa», €CIU TOJIBKO JIaHHBIM 3BOHOK HE ObUI MHULMUPOBAH
JIMYHO BAMH.

He nepexoaute no cceiikam B CMC-coo01IeHusX.

[Ipu nonyyenun CMC-cooOlmeHHI O CHITHH JEHEXHBIX CpPEICTB C Balleu
0aHKOBCKOW KapThl HEMENJIEHHO oOpalaitech B 0aHK, OJOKUPYHUTE KapTy.

MouneHHHY€eCTBO B COUAJIBbHBIX CETAX

MOILIIEHHUKHN aKTUBHO I10JIb3YIOTCS COLIMAJIbHBIMU CETSIMU U PAa3JIMYHBIMUA CEPBUCAMU
oO11IeHH s, HAaTTpUMEp, calTaMUi 3HAKOMCTB.

HOHyJIﬂpHLIe CIoco0bI MOILIEeHHNYeCTBA:

PacnpocTpanenne CCbLIOK HAa BpPeJOHOCHOe TMPOrpaMMHOe o0ecriedeHue,
nopHorpaguyeckue caiThbl, MOILIEHHUYECKHE Pecypchl U Mpuiio:keHus. [lonb3oBaTenu
COIMAJTBHBIX CETEH YacTO CTAIKHBAIOTCS CO CITAMOM, KOTOPBIA IPUXOAUT K HUM B «JTUIHBIC
COOOIMICHU» OT UMEHH «JIpy3ei» WM HE3HAKOMBIX IOJIh30BaTeIeii. DTO O3HAYAET, YTO
aKKayHTBl JTHX JIOACH B3NMOMaHbl. Kax npasuno, ccoliku 6 maKux cooOueHusx
CONPOBOAHCOAIOMCS 3A6NEKAIOWUM MEKCMOM, Hanpumep: «Budera meou ¢pomo, s maxozo
He odicudana, nocmompu cam!..», « B amou 6aze 0anHblx ecmo 8cs1 uHPOpMayus Ha 1106020
yenosexay» u m.n. Uto nenatb: HuKoeoa He nepexooume no noO003PUMenbHbIM CCLIKAM. /[
00Cmyna 6 COYUANbHYIO CeMb UCNONb3VUMeE YHUKANbHBIL NApOoNb: OH OO0JJHCEH Oblmb
OJIUHHBIM, COCMOAMb U3 YUPP U TamuHcKux Oyke. JIyuuie ucnonvzoeams pasmvie napou
OJ151 PA3HBIX COYUANbHBIX cemell U Opy2ux THTEPHET-CEPBUCOB. He noddasatimecs Ha

ApU3bl8 KO20-MO U3 «AOMUHUCMPAYUU CAUMay cOoOWuUmMs 8aul 102Ut U NAPOLb NOO
Kakum-au6o npeonozom. Peeynapno MeHSAWTE Mapoyib OT COIMAIILHON CeTU (XOTs OBl pa3 B
MeCHII); OCTEPETraTeCh MOIIICHHUYECKUX CAMTOB C MOX0XUMU IO HATMCAHUIO HAa3BAaHUSIMU
(vkontahte.ru, vkOntalkte.ru u T.7.). OTH «pUIIMHTOBBIC» CTPAHUIIBI PACCUYUTAHBI Ha
HEBHMMATEIIBHOCTh M Ha TO, YTO BBl CaMH NPEIOCTABUTE MOIIECHHUKAM CBOH JIOTUH H
napob.

[] 3HakoMble He3HAKOMIIbl. B COIMaNbHBIX CETAX M Ha calTaX 3HAKOMCTB MO-
IIICHHUKHA CO3JIal0T CTPAHUIIBI, TJIC YKa3bIBAIOTCS JaHHBIC W paszMmemniarorcs (ororpadum
BBIMBIIUICHHBIX Jtojieid. C TIOMOIIBIO 3THX CTPAHUIl OHU 3HAKOMATCS C JAPYTHMH
moyib3oBaTesiMu  caiita. Co BpEeMEHEM MOIISHHUKH BXOIAT B JOBEpHE, MpEIararor
nepeiT codeceqHNKY Ha Oosiee «OJIM3K0e» OOIIEHUE U OCTABJISIOT CBOM HOMEp TenedoHa.
CaMbIM 6€300MIHBIM TOCJIEACTBUEM TaKOro OOIIeHHs] OyJeT TO, YTO HOMEpP OKaXKEeTCs
MJIATHBIM U C BaIIEro CY€Ta CIUIIYTCS JEHBIH.



] IIpocb0ObI 0 (MHAHCOBOI MOMOIIU, 0JIATOTBOPUTEIbHbIE AKUNH. MOIIICHHUKN
4aCTO UCHOJIB3YIOT TAKUE MOBOJIbI, IO3TOMY, MPEK/IE YEM NIEPEBECTU JICHBIM JJIs1 TOMOIIH,
ybeauTech, 4TO Bac He oOMaHbIBalOT. OOpaTuTe BHUMAHHE Ha HAJIUMYHE HECKOJIBKUX
KOHTaKTOB (Tee(pOHBI, AIEKTPOHHAS TI0YTa, CTPAHUYKU B COITMATBHBIX CETAX), HATHMIHC
MOJTBEPKAAOIINX IOKYMEHTOB.

MonmeHHHYeCTBO Ha caiiTax 0eCIJIaTHBIX 00bSABJIEHHH

Pa3Mmernast 00bsABIICHHS, WUIHM ITOKYTas 4TO-TM00 Ha caiiTaXx OecIUIaTHBIX OOBSIBICHUN
(Hammpumep, «ABHUTO»), OyIbTE BHUMATEIbHBI U OCTOPOXHBI, TAaK KaK MOIIICHHUKHA OYEHb
4acTO UCTOJIB3YIOT UX NIt oOMmaHa. [IpoaBast 4To-T0, BBI XKejaeTe MOJIydUuTh TPUObLIb, HO,
CTOJIKHYBILIMCh C MOILIECHHUKAMHM, MOKETE MOTEPATH BCE CBOU COCPEIKEHUSI.

Kak Bac Moryr o0MaHyTh:

Omiara wiam npepominara 3a Bam ToBap. OdeHp 4acTO 3aMHTEPECOBAHHBIC
NOKYMAaTeau IMpeajaraloT MpPOU3BECTH OIUlaTy (€ciau CyMMa HE3HayuTeNbHas) WM
MpeaoIIaTy 3a Ball TOBAap, HO CAENATh 3TO MOTYT MO KaKUM-JIMOO MPUYMHAM TOJIBKO Ha
O0aHKOBCKYIO KapTy (HaxomsTcs B APYroM TOpoOJie, HET HAJIWYHBIX JIEHETr, JE€HbIM Ha
PacU€THOM CYUETY U T.I1.), HO IIPU 3TOM TpeOYIOT COOOIIUTH HE TOJILKO HOMEp KapThl © PO
(OompiIe A1 IepeBoia HUYEro He TpeOyeTcs), HO U pyrue nanuble. [loMHuTe, 4To ecnu
BaC MPOCAT COOOLIUTh MPUILEAIINA Ha Tene(POH KOJI, MPOUTH K OAHKOMATy U COBEPIIUTH
KAaKWe-TO JIEUCTBUS, BCTABUB Ballly KapTy (YTOOBI, HAPUMEP, MOATBEPAUTH MTPOXO0KICHUE
IiaTexa), COOOIUTh CPOK ACHCTBUS KapThl U TPEX3HAYHBINA KO HA 0OOPOTHOW CTOPOHE, TO
3TO MOIWIEHHUKH. [IpekpamaiTe KOHTAaKThl C TAKUMH «IIOKYIIATEISIMU» M, €CIU YCIENIN
COOOILUTH KaKue-TO JIaHHbIE, HEMEAJIEHHO OJIOKUPYHTE OaHKOBCKYIO KapTy, TO3BOHUB I10
yKa3aHHOMY Ha Heil Homepy TenedoHa.

IIpenoniara 3a nokynaemslii ToBap. [lokymnas uro-nm6o, Oy pTe OCTOPOXKHBI, €CITU
BaC NPOCAT NPOU3BECTH NMpPEAOIUIaTy. BroaHe BO3MOXKHO, YTO MOJIyYHMB €€, «IIPOJABEID)
IIEPECTAHET OTBEYATh HA BaIllM 3BOHKHU.

CMC-coobmenns co ccblikoid. Ha HoMep, KOTOpbIi BbI yKa3zanu npH My OJuKauu
O0OBSIBJICHUS O MPOJIAXKE UIIH JKEJIAHUH YTO-TM00 KYNHUTh, MOKeT npuiitt CMC-cooO1ieHue
C MpeMJIOKEeHUEM ToBapa, OOMEHa M CChUIKOW Ha 3TOT ToBap. Ecim BbI mepeinére mno
CCBUIKE, TO 3arpy3HUTe Ha CBOM Tene(OH BPEJOHOCHOE MPOrpaMMHOE 00ecTieueHre, KOTOpoe
MO3BOJIUT MOILLIEHHUKAM MOJYyYUTh JOCTYII K BalllUM OAHKOBCKUM KapTaM.

ByabTe 0CTOPOAKHBI, €CJIM BaM Npeiaraior:

B Ha3BaTh HOMEP OAHKOBCKOW KapThl, TPEX3HAYHBIN KOJT HA 000POTHOM CTOPOHE KapThl,
IIMH-kox;

= IPOM3BECTH MAaHUMYJISIIUN ¢ OAHKOBCKOM KapToil y 6aHKoMarta;

. COOOIIUTH NMPUILISINTUN Ha TeJe(OH KO,

= NEPEeBECTU CyMMY JIEHET (aBaHC, 3aJI0T, MOLUIMHA, HAJIOT, OIIMO0YHO MepeBeIEHHbIN
IJIaTex U T.1);

= nepeiitu no cceuike B MaTepuere, B CMC- i MMC-coobuiennu Ha cMapTdoHe;

. MO3BOHUTH 10 YKazaHHOMY B CMC-coob11ieHun Homepy TeniedoHa;

" OTHPaBUTH Balll HOMep TenedoHa;

. ornpaButh CMC-coo011ieHne Ha KOPOTKHI HOMeEp;

. Ha3BaTh IIaPOJIM OT BalllUX JIMYHBIX CTPAHHWYCK B COIUAJIBHBIX CCTAX.



OCHOBHDbIE NMPABMUIJIA
BE3ONACHOCTU B CETU MUHTEPHET

1. CoBeTbl 0 6€30MaCHOCTH padoTe B 001IeT0CTYNHBIX ceTsax Wi-fi:

. He nepepasaiite cBOIO JTUUHYIO MHGOpMaIMIO Yepe3 obmieaoctynabie Wi-Fi
cetu. PaGoTtas B HHX, >KelaTeIbHO HE BBOJWTH IMAPOJH JOCTYMA, JOTHHBI U KaKHE-TO
HOMEDA,

. Hcnonb3yiiTe 1 OOHOBJISIHTE aHTUBUPYCHBIE MIpOrpamMMBbl U OpaHamayep. Tem
cambIM BbI o6e3omacure cedst 0T 3aKkayKy BUpyca Ha YCTPOMCTBO;

. [Tpu ucnonszoBanuu Wi-Fi otkmrounte dpynkiumio «O0mmii noctyn K daitnam

u nupuHTepam». JlaHHas QYHKIOUS 3aKpbiTa 110 YMOJYaHUIO, OJHAKO HEKOTOpHIC
MOJIH30BATENIM AKTUBUPYIOT €€ JIJisl y100CTBA UCTIOJIb30BaHUs B paboTe min yueoe;

. He wucnonp3yiite nyOommunasii WI-FI nms nmepemaum JIWUYHBIX  TaHHBIX,
HanpuMep JIJIsl BBIX0JIa B COLIMATBHBIE CETH WM B DJICKTPOHHYIO MOYTY;

. Hcnons3yiite Tonpko 3amuuieHHoe coeaunenue yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-aapeca BBOAU UMEHHO «https://»;

. B moOunsHOM Tenedone oTkimounte ¢GyHkmmioo «l[loxkmouenne k Wi-Fi
aBTOMaThueckn». He momyckaiTe aBTOMAaTUYECKOTO MOAKIIIOYEHHS] YCTPOMCTBA K CETAM
Wi-Fi 6e3 Bamero cornacusi.

2. Ocnognbvle cogemnl no 0e30NACHOCHMU 8 COUUATbHBIX CEMAX:

. OrpanuubTe CIUCOK Apy3eil. Y Bac B Apy3bsx HE JOIKHO OBITh CIIYYAHBIX U
HE3HAKOMBIX JIIOJICH
. 3amuianTe CBOK YacTHYIO >KuM3Hb. He ykaswiBaiiTe maposu, Tene(oHBI,

azpeca, JAaTy TBOETO POXKACHUS M JPYTYIO JIMYHYI WHGOPMAIUIO. 37T0YMBIITUICHHUKU
MOTYT UCIOJIb30BaTh Jake WH(popMainio o ToMm, kak Bel u Bamu pogurtenu mianupyere
IIPOBECTU JOCYT;

= Ecin Bbl roBopure ¢ JIOABMH, KOTOPBIX HE 3HAETE, HE HUCIIOJIb3YyHTE CBOE
peanbHOE UMS U APYTYIO JIMUYHYIO0 HH(POPMALIUK: UMSI, MECTO JKUTEIHCTBA, MECTO YUEObl U
poyee;

. N36eraiite pazmenienus: pororpaduii B Matepuere, rue Bol n300paxkeHsl Ha

MECTHOCTH, 110 KOTOPOUW MOKHO ONpeAEIUTh Balie MeCcTononoxeHue;



= [Ipu peructparuu B COUAIBHON CETH HEOOXOAMMO HMCIIOJIH30BATh CJIOYKHBIE
IIapOJIH, COCTOSIINE U3 OYKB U IU(P B C KOJIMISCTBOM 3HAKOB HE MEHEE §;

" JI1s colmaabHOM CETH, MOYTHI M APYTUX CAaWTOB HEOOXOJAMMO HCHOJIb30BaTh
pasHble naposu. Toraa ecinu Bac B3110MaroT, TO 3710YMBIIUIEHHUKY TTOIYYaT JOCTYII TOJIBKO
K OJHOMY MECTY, a HE BO BCE Cpasy.

3. OcHosHble coéembl nO 0€30NACHOI padome ¢ ITEKMPOHHBIMU OCHbZAMU:

. [TpuBspkuTe K cueTy MOOMIBHBIN TeaepoH. ITO caMblil YAOOHBIA U OBICTPHIi
croco® BOCCTAaHOBUTH JOCTYM K cuery. [IpuBsi3aHHbIN TeneoH MOMOXKET, €ClIu 3a0yaeTe
CBOM TUIATEXKHBIN MTAPOJIb WU 3aiJIETE HA CAUT C HE3HAKOMOI'O YCTPOKCTBA;

= Ucnonw3yit opHopa3zoBeie maponu. Ilocine mnepexoma Ha  YCUIECHHYIO
aBTOpHU3aIuio BaM yxe He OyJieT yrpoXaTh OACHOCTh KPaKH WIIM MepexBaTa IIaTeKHOTO
apoJis;

s Bribepute cioxubiii mapois. IlpectynmHukam OyaeT He IPOCTO yrajaTh
CJIOXHBIM TapoJib. HagexkHble Mapojii — 3TO Mapojd, KOTOPBIE COJAECPKAaT HE MEHee 8
3HAKOB M BKJIIOYAIOT B ce€0sS CTPOYHBIE M MPOMHUCHBIE OYKBBI, IU(PPHI M HECKOJBKO

CHUMBOJIOB, TaKM€ KaK 3HaK jojuiapa, pyHTa, BOCKIMIATENbHBIA 3HaK W T.1. Hampumep,
StRONg!;;

. He BBOAMTE CBOM NTMYHBIE TaHHBIE HA CATaX, KOTOPBIM HE JOBEPSETE.
4. Ocnoenwie cosemul no 6€30naAcHOll padome ¢ INEKMPOHHOI NOYMOIL:
. Hano BbIOpaTh npaBUIIbHBIN TOYTOBBIN cepBUC. B MHTEpHETE €CTh OrPOMHBIN

BBIOOp OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIYUIIIEe IOBEPSATH TEM, KOTO 3HAETE U KTO
[IEPBBIN B PEUTUHTE;

= He ykaspiBaiiTe B JTUYHOM mouTe JUYHYI0 HHpopManuio. Hampumep, mydiie
BBIOPATh «MY3bIKaTbHBIN _(paHaT@» nim «pok2013» BmecTo «remall3y;

. Hcnonp3yiiTe IBYyX3TAlHYO aBTOPU3ALMIO. DTO KOTJa IOMUMO MApOJIs HYKHO
BBOJUTH KOJ, IPUCHLIaeMblii o SMS;

= BriOepute cnoxxHbIi maposs. JJig Kaxka0ro mouyToOBOro SIIUKA JOJKEH ObITh
CBOW HAJIC)KHBIM, yCTOMYMBBIN K B3JIOMY MapOJb;

. Ecin ecTtp BO3MOXHOCTH HamucaThb CaMOMYy CBOM JIMYHBIM BOIPOC,
HCMOJIB3YUTE 3Ty BO3MOKHOCTB;

= HUcnonb3yiiTe HECKOIBKO TOYTOBBIX SIIMKOB. [lepBbI [ 4YacTHOM

MEPENUCKUA C aJipecaTaMu, KOTOpbIM Bbl goBepsieTe. DTO 3JIE€KTPOHHBIA aJpec HE HaA0
MCII0JIb30BaTh MIPHU PETUCTPALIMK HA (pOopyMax U calTax;

o He otkpeiBaiiTe (aiimbl U JIpyrue BIOKEHHS B MUCbMaX JaXe €CIM OHU
npunuii ot Bammx apyseit. Jlydie yrounuTe y HuX, OTOPaBIsUIv 1 oHu Bam atu aitier;
. [Tocne okoH4aHMs pabOTHI HA TOYTOBOM CEPBHCE TIEPET 3aKPHITHEM BKIIAJIKH C

caiToMm He 3a0ybTe HaXKaTh Ha « BeriAT».

5. OcnogHble cosembl no 60pbode ¢ puuiunzom (WUHmMEPHEM-MOULIEHHUYECMEA):

. Crnenute 3a cBomM akkayHToMm. Ecnu Thl momo3peBaemis, uro Bama ankera
OblIa B3JIOMaHa, TO HEOOXOJIMMO 3a0JIOKMPOBATH €€ U COOOIIMTH aJIMUHUCTpATOpaM
pecypca 00 3TOM KaK MOXHO CKOpee;

" Ucnone3yiiTe 6e3omacHbie BeO-CaiiThl, B TOM YHCJIe, HHTEPHET-Mara3uHoB U
MTOMCKOBBIX CHCTEM;



= Ucnone3yiiTe cioxHble W pasHble mapoiu. Takum oOpasom, eciu Bac
B3JIOMAIOT, TO 3JIOYMBIIIICHHUKH MOJIy4aT JOCTYH TOJIBKO K ogHOMY Baremy npoduiio B
CEeTH, a HE KO BCEM;

. Ecnu Bac B3nomanu, To HEOOXOIUMO MPETyIPEAUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE J100aBiieHbl y Bac B 1py3bsix, 0 ToM, uto Bac B3nomanu u, BO3MOkHO, OT Batiero
MMEHHU OyJIeT PacChlIaThCS CIlaM U CCHUTKH Ha (DPUIITMHTOBBIC CANTHI;

. YcranoBure HaaexkHbIH apoib (PIN) Ha MoOUIbHBINM TenedoH;

. OTkJrounTE COXpaHEeHue mapoJsi B Opaysepe;

6. Ocnosnvie cosemvt no 3awjume uugpoeoi penymayuu (HecamueHas uIu
nozumuenasn ungpopmayus ¢ cemu o Bac):

. [Togymaiite, npexae yeM 4To-TO IyOJMKOBATh U NepeaaBath y Bac B Onore
WU B COLMAJILHOM CETH;

. B nactpoiikax npoduisi yCcTaHOBUTE OrpaHUYEHHs Ha MpocMoTp Bariero
MpOQUIISL U €ro COAEPKUMOr0, CACIANTE €r0 TONBKO «JJIS APY3Eh»;

. He pa3smemaiite u He yka3piBaliTe HHPOPMAIINIO, KOTOPas MOXET KOro-iudo
OCKOPOJISATH U OOMXKATh.

CoobaronaiiTe mpaBuia:

. HOMHI/ITC, 4TO B BUPTYAJIbBHOM IIPOCTPAHCTBC OTBCTCTBCHHOCTb HACTYIIACT 110
PCAJIbHBIM 3aKOHAM;
. VBaXuTeIbHO U I[O6pOCOB€CTHO OTHOCHUTCCH K APYI'UM II0JIb30BATCIIEIM CCTHU

HNnTepner.



30ECb BAM NMOMOrYyT!

DenepanbHas cIyk0a 1o HaA30py B cepe CBSA3H, HHPOPMAIUOHHBIX TEXHOJIOTHIA U
MaccoBbIX KoMMyHHKauuii (PockomHan3op):

Yunpasiaenune Pockomuanzopa no Boarorpaackoii odsiactu u Pecnyosuke Kaambikus

[To oGpatieHHsIM, OTHOCUTENIBHO ACSITENbHOCTH MOIIIEHHUYECKUX MIHTepHET-pecypcoB,
CO3JIaHHsI UCIIOJIB30BAHUS U PACTIPOCTPAHEHUSI BPEJOHOCHOTO IPOTPAMMHOTO
o0ecrnevyeHnst, HEMPaBOMEPHOTO JOCTYMa K KOMITBIOTEPHOU WH(OPMAIIHH, XUILIEHUSM,
COBEpULICHHBIM C MCTIOJIb30BAHUEM IOAIEIbHBIX 0AHKOBCKUX KapT, JJIEKTPOHHBIX
MJIATEKHBIX CHCTEM U CUCTEM JUCTAHIIMOHHOTO 0AHKOBCKOTO OOCITYKHUBAHUS
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